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Warning: this seminar includes examples that may be offensive or harmful
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* Reading thieves’ cant: Automatically identifying and understanding dark jargons from cybercrime marketplaces,

USENIX Security symposium, 2018

« An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)

« Anovel cross-domain adaptation framework for unsupervised criminal jargon detection via pre-trained

contextual embedding of darknet corpus, Expert Systems with Applications, 2024(SCI 1[X, IF=7.5)

 Identification of Chinese dark jargons in Telegram underground markets using context-oriented and linguistic

features, Information Processing & Management, 2022(SCI 1[X, IF=7.4)
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0 Motivation
v RN O defT, RAEWHELTRAL LT (context) #43H
o iEM LT UESURIRAAE S AR 20y RIGHEICAH R K eyt (eg. Porpocon: food or drug)

« fBARZT, TEBELEFTEAAT PO LT LORENSALELEF TR
v TFA4z18 ((hyponym)) &) F 1Ea LAZ4EB kR T E4235 (hypernym) 3.1 bummFumss

o H_g_ i_g_ (—F '{;}Li‘?‘]) 5 J__. '{.:;l-'ié] ﬁ_ /é—l'_ % iS' a” 9&( g‘ ’ ’Ef/ﬁ /,{ 75‘_ 9_.: /E'\ ),L synsetsZ [BIEENAIXER LAAEFITROa%E (hypernym vs hyponymy) .

Hypernym
candidates

» LAY REFRT—MANENX S —MAREANEINZ, e.g. fruitRapplefy E{7iF,
» MUAREFRT—MNANEXES—MIAENEMER, eg. appleZfruithlI ™.

X AZEREEMN. LIEEERE—ET, BFNEFxRE, PAEERE—HxRE,

Dark / \ / -
| corpus | Vocabulary building Project learning (Jargon,
classifier hypernym)
Legit. l
corpus| |
Jagon Semantic Recursive hypernym
Rep. comparison discovery
corpus K / \
Jargon discoverer Jargon interpreter

Figure 3: Overview of the Cantreader infrastructure.

. Reading thieves’ cant: Automatically identifying and understanding dark jargons from cybercrime marketplaces, USENIX Security symposium, 2018
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o R RAY Etone-hotéw#, A bgvectors E K A 2|V

e(w) = Vzeros, Vonehot(W)] if w is from corpus,
WVonehot (W) Vzeros| if w is from corpus,
(1)

Reading thieves’ cant: Automatically identifying and understanding dark jargons from cybercrime marketplaces, USENIX Security symposium, 2018
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O Experimentl: Semantics Comparison Modelf2BIRYRISE TS
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Cosine Similarity

Figure 4: Results of experiment 1 in CDF.
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O Experiment2: Semantics Comparison Modelf2BIRYRISE T4

v Text8 W 69k — LI #AT T AR, HRATE BB, It Text8 5 Texts /M AN # & 41 FISCMAE L, #4k 643548
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% F R g6 jargons.

goi/t«\:

SCM ™ A4H IR B — 13 3515410915 L £ 7

Table 2: Results of Experiment 2

replacing word pair similarity
(chemist — archie) 0.65
(ft — proton) 0.56
(universe — wealth) 0.67
(educational — makeup) 0.66
(nm — famicom) 0.45
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O Core innovation2: Jargon Discovery

vV S B FEE Car A Clegic ¥ A8 A Z (cosine similarity) & F BIAAthl, Ciegit 5 Crep #7104 & T BI{A
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RO kK, G R AWATKA BB —{me [ —
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Reading thieves’ cant: Automatically identifying and understanding dark jargons from cybercrime marketplaces, USENIX Security symposium, 2018
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O Core innovation3: Jargon Understanding
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Table 6: Dark jargons in categories

category #'l:;r[:l e;r- jar:()ns # traces examples of jargons
drug 304 736 830,270 blueberry, popcorn, mango
person 1,517 591 460,261 stormtrooper, zulu
software 300 650 512,379 athena, rat, zeus
porn 1 33 2,926 cheesepizza, hardcandy
weapon 672 80 12,055 biscuit, nine, Smith
others - 1,372 479,789 liberty, ats, omni

SELECT 7?x ?xLabel WHERE {
SERVICE wikibase:label A{

bd:serviceParam wikibase:language
"[AUTO_LANGUAGE] ,en".

}
7x wdt:P279 wd:Q7397.

}

LIMIT 100

. Reading thieves’ cant: Automatically identifying and understanding dark jargons from cybercrime marketplaces, USENIX Security symposium, 2018
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vV BARREE IR AR AR B HiEA MR, mE T b, seed keywords., FhAEA TR
v R aefEword-level 4R A Bl A, @ Lk & 3 phrase-level jargon detection

v' Jargon Understanding bt & &M ek £ 47T £ 5], ¥ & M5

v ALY R AR KA B AR T RTAE B 69 B A

O EEE

v AR KB T AR 6 kR i S AT RS (BIREET? )
v B KiE SRR 695 R B4z ik e £ &k (COT/In-context-Learning)
v

Reading thieves’ cant: Automatically identifying and understanding dark jargons from cybercrime marketplaces, USENIX Security symposium, 2018
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* Reading thieves’ cant: Automatically identifying and understanding dark jargons from cybercrime marketplaces,

USENIX Security symposium, 2018

« An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)

« Anovel cross-domain adaptation framework for unsupervised criminal jargon detection via pre-trained

contextual embedding of darknet corpus, Expert Systems with Applications, 2024(SCI 1[X, IF=7.5)

 Identification of Chinese dark jargons in Telegram underground markets using context-oriented and linguistic

features, Information Processing & Management, 2022(SCI 1[X, IF=7.4)
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0 Motivation

vV PR EKIEERS (BARFTR)
VvV PR PRGBS kS R KD RARIETN K T 0 F 415 IT AL
vV IBBEREEEE AR ESIRME (REREEE KR, REAS)

G

v 3T ¥ M 38 % Darknet Corpus dataset

vV AL EEBRERPREAMNIELE (CID - Framework) 32 #

v RERENRAASEIALSH, HH5FR

An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)
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An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)

| Data Cleanin i
m ’ 1 - J \
) B P —
Collected : "°"é:‘(“”959 ::’ni: TZ’;:‘H‘:“)IT;E‘H Duplicate | Cleaned L7 /
Corpus | plfied  Deta | Corpus

Contextual Embedding\

I -

DC-BERT
Model

/ Word Embedding Generating \

\4

[N | —
I:II:N:I-j

BERT Model )

Pre-tokenize )

Tokenizer Dictionary)
Word-based Model

New Word
Discovery

" N\
Seed Criminal Chinese
Keywords Dictionary
v v
C Cosine Similarity )
v

Cross-corpus
Similarity Comparison

( Threshold Filtering )

} !
[ w;:;zl ] [ Jargons J
- J

Figure 1: The Framework of Chinese Jargon Detection
JRELGAN 1] of SLHF B 3 5 Mok, stATH A,
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#t FRoBERTa-wwm-ext/f A A st A | 147 tokenizer, &
= & B A A AMLMAE -2 7ol 2 GRANSP) .
4 mx jargons#gword embeddings
25 o 8 L& M 5 K word &7z 4B &, A illljargons
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O New word discovery (32BUREFRIA)

v BE R B R E P 6918 /R S N e ALiE e (diedieba)
BT EN RS 21535 (B “Eria T . “3Ee7 )

@ 12 8. g 12 £ & ABAR 18 89 F '8 B Entropy(w) = — Z P(w, |w)log, P(w, |w)
w, €Wy eighbor
s iy p (Ci’cj)
@ PMIBHZFHASGARE PMI =p(c;,c;) log,
ple)p(c)
.. RE « oLE
@ /i\ %] ﬁ_"/\'j‘/f H- 795 j]ﬁ’ﬂ(ﬁﬁﬂ%i% TScore = PMI-{-](}gLE*leLE-l_ﬁEl €

An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)
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Algorithm 1: DC-BERT Tokenizer Algorithm

Input: Chinese Sentence S, Vocabulary V'
Output: Tokenize Result T
1 Load Model Vocabulary V;

ASLCI

2

W = pre_tokenize(S);

3
4

e N O u

9

foreach w e W do
if w € V then
| T .append(w);
else
t = tokenize(w);
T .append(1);
end

10 end

TR B 73Rl 45 2R

Chinese

English

Original Sentence
Segmented Sentence
BERT Tokenizer

/DB P SEIEINTG
t /& R S BE /TG
i/ )8 /M) /2% /5848 /0/[M]/ G

Sell small amount spinach data add TG
Sell/small amount/spinach/add/TG
Sell /small amount/[M]pinach/add/[M]G

WWM-BERT /0 12/ [M][M]/EL 3% /8 / [M][M] Sell/small amount/[M][M]/add/[M][M]
SPAN-BERT /0 /IM][M][M] /£ / 58/ /TG Sell/small [M]/[M]/add/TG

ERNIE ﬁ/[l\fil[M /[M][Ml/ﬁ/fﬁ/ﬁﬂ/[M][M] Sell /[M][M]/[M]/add /[M]

DC-BERT T /D& /[M]/% /01 /[M Sell /small amount/[M]/add/[M]
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O Word Embedding Generating

O it Gelmalamowtspachdstaddie) i
: [ wommwmmEne | |
1 |~ T T T T T T T T TSt TS TSt T T T T T T T T T T T T
S [~ [ P — DC-BERT |
___________________________________________________ ! Input o Tokenizer | !
I
| Tokenizer ( Pre-tokenize ) 1 | — 1 ! ! !
: 2 ! PooBuy) R - — ! Il R | |
: ( Tokenize ] 1 | ] : } | |Pre-tokenize| | Tokenize| | : } Output TTTTTTTTTTTTTTTTTTTTTTTT
i Soll ooy Spinach dat dd Tel ! (Pork) | % . q:l:h | Bw) g | || O] :
el amount pinac ata a elegram 1 Pork 1 i 1
: o] [w ] [28] [(#r] [e&] [ ] [1e] [sen] | 1 ml ot g | | oz, DDDDD |\:|1- Y %%D Di
| ) (Pork) ] I 12 layers | [#A £,
i ( Encode j : i E_r)i Iﬂ h :TT: 3_> : i’ :Embeddlngs‘ By DD l:l l:\ D |\:\'. mﬁl (Pork) D \:‘ i
| | 101 | ‘ 588 | ‘1631?| ‘29604‘ |20297| | 647 ‘ ‘14382' | 102 | 1 ! i - i | 1 (BE - !
——————————————————————————————————————————————————— i (Delivery) | 3 i i I.‘FI 'h r‘rf‘ i () E i Hidden States i : ; (Delivery) DI:H:‘ D i
"""""""""""""""""""""""""""""""""" | N . L4 ! ! I ! Word Embedding |!
DC-BERT | Encoder #1 ¢ ) T B ' | 0000 Ehil !
Multi-Head Self-Attention ) L | ! EI,ZD I:l D D ‘:‘ :\:‘:\:‘ fmTTTTomTTTooooomoooosooooooomoe
( Add & Normalize e | (@eiivery) = 10O 0O0 :D:D !
| ves [ 1 1
Feed Forward i e i ; H
T | g} :
( Add&Normalize — — | | e e :

w Figure 2: Generating Word Embeddings using DC-BERT

Second-to-Last ( Enooder #11 j La:rzers
HiddeniLayers, Wﬁ?”,;,";'j;”,; ””””””””””” /““/ “““““““““““ . - Gy Sy ap - e .
v /w) vV A FMLMAES RN, KB VAT A 3245 693 A0 F vk, [ Almask &
Encoder #12
(e A, B AR FOM mask B 60 R, i A KALBEA ) 0
e s PER T HE R AR,
i - ) () 3

g000-0 «000-0 0000

L sneien snboeo sOOC-D 0 g Rel K 2 = 2 hidden layer4f % word vector

An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)
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O Cross-corpus Jargon Detection

Algorithm 1: Seed Keyword Screening Algorithm ._ =~
Input: Dark Corpus C, Vocabulary V, Seed Keywords Seed {#A{SEIDC-BERT chiFEED EEES
Output: Similarity Table Sim keyords

1 Load Model Vocabulary V; T ~

2 foreach w € V do =t

3 S =C.index(w);

4 foreach s € S do

5 Vecs = tfidf_mean(s); H‘%\/"—ﬁkep\n‘rdsﬁg domian-specific innocent-looking
6 Simg = cosine_similarity(Vecs, Seed); RS |
7 Vecg.append(Simg);

8 end o

9 [ = max(Vecg);
10 Vec,, = Lindex(w); ?l‘uﬂﬁﬂﬂ
11 Sim., = cosine_similarity(Vec,,, Seed); N
12 Sim.append(Sim.,); &
13 end L
v\ 145 35 2 3 4 keywords v’ i+ Hword 5seed keywords 9 -F- 34 4 7z ARk B
v TF — IDFF 2354} P #9sentence ) = v AT EAEhLF B e E R E (K TFthl)
v’ it H sentence *F & 4~word 5 initial keywords #9 v R FEMEh2 () Fth2) HeregiE £ A (innocent

RIZARNAE, T it seed keywords - looking jargons#=domain - specific jargons)

An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)
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O Experimentl: Evaluation of new word discovery

1 [Pecson @lFecal] I (W) 1, w is a correctly segmented Chinese word;
w) =

09f : P 0, otherwise.

07t 1 1 K

ézz Precision = e Z I,(w;)
i=1

> I (w) 1, w is a domain-specific jargon in a known list;

01 A w —

o HanLP HT Jiagu BJ AP NBWS  Ours ’ 09 Otherwj'se ¢

Models

Fig. 3. Evaluation results of New Word Discovery experiment. There are seven models

1 M
compared in the experiment, namely HanLP, HT, Jiagu, BJ, AP, NBWS and our model. RQC al l = — I (w)
. .. . . r [}
The blue bar indicates the precision of new word discovery and the red bar indicates M 4

the recall. i=1

v W5 E100%, BEE63%, AT “BHE” fo CEBREE” 8918 K IR 100 445 2 AR IRR 15 89 R IR AT

An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)
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O Experiment2: Evaluation of word embeddings

Table 5

Performance of different word embeddings. The bold numbers are the best performance under each metric.
Models P@10 P@20 P@30 P@40 P@50 P@60 P@80 P@100 MAP@100
W2V+CBOW 0.54 0.52 0.43 0.45 0.39 0.38 0.39 0.31 0.44
W2V+SG 0.51 0.50 0.41 0.37 0.40 0.36 0.32 0.27 0.41
LDA 0.37 0.33 0.23 0.19 0.21 0.18 0.15 0.13 0.25
ELMo 0.72 0.65 0.59 0.54 0.57 0.53 0.48 0.43 0.56
Wobert 0.78 0.65 0.67 0.58 0.59 0.60 0.51 0.47 0.62
DC-BERT 0.89 0.75 0.80 0.77 0.78 0.78 0.66 0.61 0.79

v EWobert4att: DC-BERTAEIE Wi&H L&y %, ft IFiidE 25 L fnik ik
v 5ELMo#att: transformer® JELSTM

v 5LDA. Word2VecHatt: #hAia gk T#5E0E )
Y P@hk (wy) x Ly, (wy)

Zf:l Iwg (we)

1, w is semantically related to wy; P@K (w,) = ' AP@K (w,) =
1, (W) = { _ y 0 ( g) K ( g) EK I (w )
0, otherwise. k=1"w, \Wk
=¥, Pk (w,,) ¥ AP@K (wg)
performance = P@K = 30 MAP@K = 30 :

An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)
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O Experiment3: Evaluation of jargon candidates finding ability
Table 6
Performance of finding jargon candidates. The bold numbers are the best performance under each metric.
Models P@10 P@20 P@30 P@40 P@50 P@60 P@80 P@100 MAP@100
W2V+CBOW 0.29 0.38 0.47 0.42 0.37 0.35 0.34 0.32 0.38
W2V+SG 0.17 0.28 0.31 0.25 0.26 0.27 0.27 0.26 0.29
LDA 0.13 0.23 0.29 0.25 0.22 0.27 0.30 0.24 0.26
ELMo 0.33 0.42 0.51 0.41 0.43 0.38 0.36 0.35 0.41
Wobert 0.12 0.22 0.27 0.24 0.23 0.25 0.29 0.25 0.24
DC-BERT 0.58 0.55 0.63 0.52 0.56 0.55 0.49 0.46 0.57
v Input: % €10/ seed keywords [ e [ [
08 08 08

v Output: &/ ~keyword# 7z 4814 & &9top k words M

S St T m
v’ Evaluate: A TLHJBF A2 & A& jargons St e = — B &

— ~—
A N N
10 20 30 40 50 60 80 100 10 20 30 40 50 60 B0 100
. - . K K
l'.' w IS a ar On'} a) Fraud b) Drugs
g

I, (W) =

0, otherwise. 1

-W2V+S - LDA < Wobert
-&-W2V+C 4 ELMo 4 DC-BERT

~W2V+5 - LDA & Wobert
& W2V+C 4 ELMo - DG-BERT)

_ ZJSI P@K (wgf)
performance = P@K = 70

o S~ e

P@K
o

10
Y AP@K (w,
= i L " s " s . s i s " N . . N 1
10 20 30 40 50 60 80 100 10 20 30 40 50 60 80 100

K K
10 (d) Hacker (e) Carding

MAP@K =

P@K

P@K

30 40 50 60 80 100

(c) Nlegal production

-W2VsS - LDA
-6 W2V+C -4 ELMo 4 DC-BERT

Wobert

(f) Weapons
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O Experiment4: Evaluation of Chinese jargon detection framework

% 7 ground-truth dataset — FEALRA£2004 jargons + A L F| ¥
Jargonsih & B9 AR — EAAE R RO HHT R AR

HARZ . 183/200, Accuracy=91.5%

D D N N N

domain-specific: 94%, < FRF 4 18444%; innocent-looking: 89%, - Fk-T 35 i&4Fatb

A0515
10000 52
\ -80
o 80001 ] @
2 2
R . . 5 5
Thl: T84 5keywordsF 48 x 978 32 e £ 3 _
& 6000 = & 8
- ® 2 5
Th2: # = innocent-looking jargons 5 lo 8 3 <
4000 - ]
E E
A-Numb
2000 e—Pgrrzeﬁtrage 120 AN
umber
©-Percentage
o . . BT R2T A B2 134,404 78 ol ) ‘ ) ‘ ) ‘ ‘ 60
0.25 0.3 0.35 0.4 0.45 03 035 04 045 05 055 06 065 07

Th1 Threshhold Scale Th2 Threshhold Scale

(a) (b)



¥ BH5% R IEHRA

INSTITUTE OF INFORMATION ENGINEERING,CAS AEE“

O Experiment5: Evaluation of domain adaptation

v’ & —/~domain dataset_Epre-train (&= & 15) , & B —/~domain dataset_Etest (=2 &)

Table 7
Statistics of different domains in the DC-dataset.
Pornography Industry (PI) Data Trading (DT) Hacking Technology (HT) Black Industry (BI)
# traces 10,411 16,925 6,583 5,665
# words 1,024,804 1,209,134 621,279 592,123
Table 8

Experimental results of cross-domain jargon detection. The P/ — DT means training the model on Pornography Industry (PI) dataset and testing it on Data Trading (DT) dataset.
The bold numbers are the best performance under each metric.

Models Pl - DT DT - PI HT — BI BI - HT DT — BI Bl —- DT
Pre Rec F1 Pre Rec F1 Pre Rec F1 Pre Rec F1 Pre Rec F1 Pre Rec F1
SCM 0.12 0.08 0.10 0.13 0.15 0.14 0.06 0.07 0.06 0.13 0.16 0.14 0.17 0.15 0.16 0.06 0.04 0.05

SelfEuph 0.39 0.38 0.38 0.37 0.32 0.34 0.37 0.35 0.36 0.32 0.34 0.33 0.31 0.33 0.32 0.24 0.32 0.27
SentEuph 0.13 0.13 0.13 0.19 0.15 0.17 0.22 0.20 0.21 0.17 0.19 0.18 0.17 0.23 0.20 0.14 0.12 0.13
PET 0.23 0.22 0.22 0.21 0.21 0.21 0.23 0.28 0.25 0.26 0.25 0.25 0.27 0.31 0.29 0.14 0.22 0.17
CJD 0.45 0.43 0.44 0.55 0.45 0.50 0.66 0.57 0.61 0.63 0.54 0.58 0.69 0.71 0.70 0.51 0.40 0.45

e

v ISR EEER NS, PR AR MR E B & ILAE — domain-specific jargonsE A & & B4F 895 T N4
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O Experiment6: Evaluation of jargon evolution

v AIER R B X > 4B L, Fprevious time_Epre-train, 72later time_Ltest

Table 9
Statistics of DC-dataset by year.

Year 2018 2019 2020
Category
# traces 2,918 4,446 27,426
# words 232,855 375,072 2,412,636

Table 10
Experimental results of detecting jargons over time. The 2018 — 2019 means training the model on the dataset of the year 2018 and testing it on the dataset of the year 2019,

while 2018+19 denotes the dataset of both the year 2018 and 2019. The bold numbers are the best performance under each metric.

Models 2018 — 2019 2018 — 2020 2019 — 2020 2018 — 2019+ 20 2018 + 19 — 2020

Pre Rec F1 Pre Rec Fl Pre Rec F1 Pre Rec Fl Pre Rec Fl
SCM 0.29 0.35 0.32 0.31 0.32 0.31 0.33 0.27 0.30 0.27 0.36 0.31 0.34 0.38 0.36
SelfEuph 0.62 0.68 0.65 0.67 0.62 0.64 0.57 0.63 0.60 0.54 0.52 0.53 0.64 0.68 0.66
SentEuph 0.38 0.28 0.32 0.32 0.35 0.33 0.32 0.37 0.34 0.29 0.24 0.26 0.38 0.41 0.39
PET 0.47 0.52 0.49 0.51 0.53 0.52 0.53 0.58 0.55 0.46 0.55 0.50 0.59 0.57 0.58
CJD 0.77 0.80 0.78 0.75 0.82 0.78 0.78 0.76 0.77 0.71 0.73 0.72 0.81 0.85 0.83

v BRANBIERLTA RN EAKE



O Experiment7: Evaluation of platform transferring

vV REKER-FEALNEAN CLGFEEA L E

v MR AER A ke TS

Table 11
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HAEGEHME: 2L

T A

# —/~F & pre-train, f£ 5% —AN-F & test

1% E )

ASLC

Experimental results of cross-platform jargon detection. EC — Ali means training the model on the dataset of “Exchange Trading Market” and testing it on the dataset of “Alibaba”.
The bold numbers are the best performance under each metric.

Models EC = Ali Ali—-TH TH — DC DC —» DT DT — LC LC = EC
Pre Rec F1 Pre Rec F1 Pre Rec F1 Pre Rec Fl Pre Rec Fl Pre Rec Fl1
SCM 0.28 0.31 0.29 0.29 0.30 0.29 0.33 0.29 0.31 0.29 0.36 0.32 0.33 0.29 0.31 0.28 0.27 0.27
SelfEuph 0.67 0.71 0.69 0.71 0.73 0.72 0.63 0.73 0.68 0.64 0.69 0.66 0.73 0.68 0.70 0.62 0.66 0.64
SentEuph 0.29 0.35 0.32 0.34 0.32 0.33 0.28 0.34 0.31 0.32 0.25 0.28 0.36 0.33 0.34 0.27 0.22 0.24
PET 0.38 0.42 0.40 0.45 0.39 0.42 0.40 0.41 0.40 0.43 0.46 0.44 0.47 0.44 0.45 0.36 0.32 0.34
CJD 0.82 0.73 0.77 0.77 0.82 0.79 0.75 0.72 0.73 0.82 0.76 0.79 0.85 0.81 0.83 0.71 0.72 0.71
=0 I > — > NG ¥ M H N B
V A TR ERA G ESFE &I L jargonst M or jargons#s - & H R B £ F K
Category Jargons Explanation Example
v 7]:# Jﬂ -,E;- i]_ /'i éﬁ @ XT 71'14:‘3 ‘%:' 4 H *;\L /D]]J é"'J ‘%" #%:'—"ri i (lisboa) The name of a gambling site R AW AT
Gamble 3¢ (spinach) Pinyin homonym of "f#%"(Gamble) HERE GRS 7T HE 45
%5 (gambling dog) People who are addicted to gambling HE—T 77 &M REE
el g . « Bank card information obtained
%g(ﬁs: material) from phishing site sk —FUS AU RICC
Carding ??ﬂigj er) » The name of a site that sells CVVHIZ Khuk /N H AR5

(hand dial material)

bank card information

« Information verified by manual dialing

I T OB SR SRRt
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* Reading thieves’ cant: Automatically identifying and understanding dark jargons from cybercrime marketplaces,

USENIX Security symposium, 2018

« An Unsupervised Detection Framework for Chinese Jargons in the Darknet, WSDM22(ccf-b)

« Anovel cross-domain adaptation framework for unsupervised criminal jargon detection via pre-trained

contextual embedding of darknet corpus, Expert Systems with Applications, 2024(SCI 1[X, IF=7.5)

 Identification of Chinese dark jargons in Telegram underground markets using context-oriented and linguistic
features, Information Processing & Management, 2022(SCI 1[X, IF=7.4)
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0 Motivation

vV sREtiEE e £ RARIREE S, BRI IEEARE
V XZHREBEENEEMAREREIELSN, TEAREZ, RIENE LA GEE
v K %R iE AN ground-truth jargon list, ik & 3R 569 Aol S

vV PP RS E IR AR Y, AT E LSRR AN Rk R BN B B E

FREAS ) A A0

TR # Fground-truth jargon list

% Y JE i AE 0 R 35 T AL

Identification of Chinese dark jargons in Telegram underground markets using context-oriented and linguistic features, Information Processing & Management, 2022(SCI 1[X, IF=7.4)
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O Framework

v" Corpus Preparation Module
#1E Telegram 7T 7 3% % L& ETUMCC (BASNAILARIE)
M1 0 & T LiEHE (OCC) F=fg#di & Lis# & (ICC)

v’ Lexical - analysis - based Features

Telegram &) S 44 3
WEHEARE: Y LA,

v" \ectors - based Features

#] fl OpenHowNet F #

3T OCC 4= ICC (& 77 &% 4%)

Y1t %18 LR

HE5 LTt (Famud)

RIFEFIELXEE (de)i9)

. B 3E4E Bl Glove A s s &) &

t-F TUMCC: Tencent vector#1454, VCDMit#% 5 2]

R R A E 77 R

SR EmeERBIEFTEN,
v" Dictionary analysis - based Features

J £ TUMCC &4} ¥ A 4N13] 89 Top20 [8) 3L 18]
i+ 5 ¥ 38 5top20 ) L 75) 44 48 4k

B, TR AR

i+ E kAR L B

Corpus Preparation Module
CCCCC
Vectors-based Fealures (VF) Extraction Modul
T
1 = -
@ + ad a
| Tencent  -eAMING |
TUMCC
P MRS edtas TUMCCvectors I | Projection| @
T LT T Tt T T T T T Identification
I Waord —1
1 Embedding — ——
| ¢  OCCwvectors I
L R -
____________________ !
: 5 |
. Wi argens
Pl o a — arens
[+ vectors |
_____________________
Dictionary analysis-based Features (DF) Extraction Modul
TUMCCvectors  OpenHowNetQuery
| 1
-
]
a | |

Fig. 1. The proposed Chinese Jargons Identification Framework, CJI-Framework.
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O Core innovation: ZB4FUEIZHE & BEFHIER
vV RAE—ANREHEAFIESEAZ RN, TAaRFIEAFE,
V SR LS A BIAE R AL S e, B R B AR R R A MR A,

Sttt e (W, | Wﬁ)

—| R ’-»»I i
a1

| f w7 . P o
| \ SFFE BaiduLAC T| ETE RIS
| LSS 'fa”' B4RE w—" WG —

a

— m Underground
Chinese Corpus

v

Sittiyg (W, [ W)

s EE ias oS

ity oW, | w,) of the word w;

|
|
\
|
|
\
|
} top Awords as synonyms
|
\
|
|
|
\
|
|

-vectors Simi
ACCvectors) SLUAECAL)
TecentE Z#MA(L __________: __________
- e " TuMce ﬂ cosine similarity between a
,—»( TUMCCLE*{)-——?) b2 vectors certain word w;, and all the
= ZFRVCDMIAES other words w;,; based on
TUMT%&ZOCC TUMCC (descending sort)
BEFTE = OCCiBHIE| occ
vectors I i
5 N | e -
Glovel#=! A i »| ittt | S e OV, W) i
I_______________‘ I I
ICCigg i ! U s ,
]| e i)
1
veeors occsiccElE b } . l
[ : |
R | Simii (w | w
calculate the average similarity | iy (W1 V) I
as the final feature value o TTTTTT T '
R 'ﬁi%@iﬁ%@‘éia similarity value between
ZIEIEHAE the certain word w; and
Wy, (Why~Wyy) based on
Ll ISR e a5 Y J . \ i (Wp1 ~ W)
WS~ Co s | e BT EHEh3RILL OpenHowNet

of the feature extraction using OpenHowNet in the Dictionary analysis-based Features (DF) Extraction Module.
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O Experimentl: Evaluation of feature effectiveness
v ORIEAA R ARG IE, AN KET & QK Y, AL AME, ARE A LR AR B A e
V ATHEGRELARERANTALETRAXBOER, AEAPHTHIEAZ, ARFERE.,

Table 1
Overview of the proposed jargons identification features.

Category Feature description Feature symbol
Vectors-based Features (VF) Cosine similarity of P-TUMCCvectors and P-OCCvectors AgimiTO
Cosine similarity of PR-OCCvectors and PR-ICCvectors ®gimior
The absolute value of the difference between ag it and oy ior X gistance
Lexical analysis-based Features (LF) The count of context conditions (the context count) Peontext
The ratio of the context count and the occurrence count Pratio
Parts of speech (the word class) Puordclass
Dictionary analysis-based Features (DF) The dictionary analysis results based on OpenHowNet Y dictsimi
Table 7
Jargons identification results of different feature sets.
Features sets Categories of Accuracy Precision Recall F1-score
features included
F VF+LF+DF 87.50 92.86 86.67 89.66
F/DF VF+LF 87.30 76.47 68.42 72.22
F/LF VF+DF 65.08 45.45 78.95 57.69
F/VF LF+DF 55.56 39.53 89.47 54.83

Identification of Chinese dark jargons in Telegram underground markets using context-oriented and linguistic features, Information Processing & Management, 2022(SCI 1[X, IF=7.4)
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O Experiment2: Evaluation of the proposed framework
v SR E R
o SCMAiE & F LBF 354N
o AR ATAFAL 5 38 AR LT AR He 32 A R B AR P A
v 3SR FiEA
o CIHER B HK: 48xF ™ A& 5400 Rk F B (= NAFAE A LB AR A IFiE)
« CIBAIEREFIHZIES &M

Table 9
The performance of jargons identification approaches for Chinese and English.

Approach Corpora composition Corpus language Accuracy (%) Precision (%) Recall (%) F1-score (%)
SCM 14.12 12.64 95.45 22.32

Tel Mark
SCM-+LF-+DF elegram Underground Market 80.79 32.35 50.00 39.28

Chinese Corpus,

SCM+LF ol Chines Corows Chinese 79.10 35.29 81.82 49.31

SCM+DF N C}EL o 79.66 36.00 81.82 50.00

CJI-Framework crpretative ese LoTpus. 87.50 92.86 86.67 89.66

SCM Jargon Corpus, , 62.41 61.39 81.58 70.06
English

CJI-Framework Oral Corpus, 70.92 70.11 80.26 74.85

(adapted) Interpretative Corpus.

Identification of Chinese dark jargons in Telegram underground markets using context-oriented and linguistic features, Information Processing & Management, 2022(SCI 1[X, IF=7.4)
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vV EFITIE T AT 04T B R B A8 8] ke iB LA AE AT T ik Qe iaE ., )
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Identification of Chinese dark jargons in Telegram underground markets using context-oriented and linguistic features, Information Processing & Management, 2022(SCI 1[X, IF=7.4)
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